Sensitive and Private Data Analysis: A Systematic
Review
Syeda Sana e Zainab
Insight Centre for Data Analytics, University College
Dublin
Dublin, Ireland
syeda.sanaezainab@insight-centre.org
ABSTRACT
Each day an extensive amount of data is produced from various organisations, such as e-commerce, IT, hospitals, retail
and supply chain, etc. Due to the expansion of computer
devices and advances in technology this immense amount of
data has been collected and analysed to support decision making. The examination of such data is advancing businesses
and contributing advantageously to society in numerous diverse areas. However, serious privacy concerns are raised
due to the storage and flow of potentially sensitive data
[31]. Strategies that permit the knowledge extraction from
the data, while protecting privacy, are known as privacypreserving data mining (PPDM) techniques. This paper surveys the analysis of private and sensitive data using various
PPDM algorithms and techniques. We also highlighted their
advantages and limitations within various contexts.
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INTRODUCTION

The process of extracting, purifying, transforming, and demonstrating data with the objective to gain useful insights, getting conclusions, and supporting decision making is known
as data analysis process. Data analysis has various aspects and
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methodologies, including various techniques, and is utilised
in various business, banking and science areas. Nowadays,
data analysis plays a vital role in data-driven organisations
for making decisions and helping them to work more effectively [52]. The approach of data analysis that mainly focuses on modelling and knowledge discovery for prediction
is known as data mining. In this paper, we are focusing on
the analysis of private and sensitive data using data mining
techniques.
In this digital era, a large amount of information is generated every moment because of the intensive utilisation of
digital technology. The mining and analysis of such information are beneficial in many areas such as banking, health,
e-commerce, agriculture and many more. However, the increase of data collections raised data privacy concerns due
to the sensitive private nature of the data[11, 30]. In early
research, privacy has been perceived as an individual privilege with limited scope[21] (e.g.; at home, with family and
friends). The problem arises when privacy comes as a result
of the broadness of areas where it applies [65]. The scope of
the privacy covers four categories:
• Privacy that concerns the consolidation and handling
of personal data is known as information privacy or
data privacy.
• Privacy that concerns the individual physical being
against invasive procedures, such as drug testing etc.,
is known as bodily privacy.
• Privacy that concerns the security of any form of communication (e.g.; telephone, email, etc.) is known as
privacy of communication.
• Privacy that concerns the incursion of physical boundaries is known as territorial privacy.
In this paper we are focused on the data privacy. This
includes systems that collect, analyse and publish data. First
of all let’s define the concept of data privacy, as it is a general
term used in many areas and having different meanings. In
the case of HIPAA1 , the individual tendency to control access to their health information from outside world is known
as privacy. Similarly in organisations, privacy contributes a
major part to policy-making for data collection, utilisation,
1 Health

Insurance Portability and Accountability Act
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manipulation and how clients are informed and involved
in this process. Bertino [8] and Westin [61] described private data as "the information of individual present in digital
databases to be protected from any unauthorised disclosure".
Ruth Gavison [19] defined three elements of privacy which
are anonymity, secrecy and solitude. Walters [60] and Schoeman [51] defined privacy as "Control of data to release from
outside world". Moreover, many other privacy definitions
have been introduced and the majority of them defined it in
terms of control and security[29]. Hence, one can conclude
that the principal notion of private data is to control and
secure the consolidating and handling of data. In this paper,
we are focus on analysis and mining of private-sensitive data
which should be protected and cannot be exposed to any
un-authorised parties.
In order to preserve the privacy of data numerous research
studies have been conducted that resulted in the introduction
of many data mining algorithms and techniques. Privacy preserving data mining (PPDM) is one of the techniques for privacy preservation of sensitive information. However, these
techniques are used to maximise the utility of the data while
preserving its privacy. In recent years, the PPDM techniques
have drawn a huge recognition amongst computer scientist
researchers. These techniques have been evaluated through
several metrics. In this paper we will discuss various PPDM
algorithms and techniques, their advantages and limitations.
The remainder of this paper is organised as follows. Section 2 discusses the definitions of private and sensitive data
along with their identification scenarios. Section 3 describes
the PPDM framework and algorithms. In Section 4 PPDM
techniques are discussed. While evaluation metrics for such
approaches are presented in Section 5. Section 6 concludes
the paper.

2

PRIVATE AND SENSITIVE DATA

With the abundance of data in every sector of the economy,
many studies, which were not possible in the past, are now
become possible. Therefore, many researchers perform data
analyses on individuals socioeconomic trends to help in understanding certain phenomena of governing the data. This
may lead to privacy concerns as data disclosure should be
taken into account. Consider an example of patient data in
healthcare. Before performing data mining on such data it
is very important that only the right users and tools have
access to it. While data mining privacy should be carried
out at all levels, both privacy and security are essential yet
impediment to data mining. In the following, we first describe the concept of data privacy and security and then its
identification into data.

S.Sana and Tahar, et al.

Definition
Although everyone knows what is security and privacy but
there is no universally accepted definition. There is always
ambiguity between personal, private, and sensitive data. Similarly privacy and security are often used interchangeably
in different circumstances, as both are related to each other
but they are entirely separate concepts. Figure 1 shows personal, private, and sensitive data in a form of venn diagram.
Here we tried to define the concept of personal, private ans
sensitive data.

Figure 1: Personal, Private, and Sensitive data.

Personal Data: Any data that explicitly contains information such as name, address, phone numbers, email, etc., is
known as personal data [13]. In other words, it is any information about a specific individual ranging from somebody’s
name to their physical appearance that reveals their identity
directly or indirectly.
Private Data: Any personal data that individual don’t want
to reveal in public is known as private data[13]. Private data
is a part or subset of personal data that the individual does
not want to share with outside world. Privacy is all about
to “freedom of making decision on your own data that who
will see what data"[6]. It is considered a basic right that is
important to safety, security and quality of life.
Sensitive Data / Sensitive Personal Data: Any information
that uncovers racial or ethnic source, genetic information,
political sentiments, religious or philosophical convictions,
bio metric information with the end goal of recognising
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any individual information that concerns the well being or
individual’s sexual life and orientation is known as sensitive
data or sensitive personal data[40].

consider maintaining a governance policy to deal with any
sensitive information that remains after scrubbing.

Private-Sensitive Data: Apart from personal data, there are
several forms of data that are considered as private-sensitive
data like organisations data. This information is not subject
to a specific individual but it is important that you cannot
expose it to the entire world[13]. For example its damaging
for an organisation if their sales record fall into wrong hands.
Similarly simple thing like hospital appointment may not
be expose to everyone. So you should be cautious with both
privacy-sensitive and personal data.
In order to explain the above data concepts in mathematical model we are defining Dper as a Personal data composed of a set of Private Dpr i and Sensitive data D s . Where
private-sensitive data Dps is intersection of Private Dpr i and
Sensitive data D s . Then they are mathematically modelled
as:

3

Dper = (Dpr i , D s )
Dpr i ⊊ Dper
D s ⊊ Dper
Dps ⇐⇒ Dpr i ∩ D s
Private and Sensitive Data Identification
In our environment private and sensitive data exist in many
ways and its really challenging to identify them. This section
cover techniques to identify private and sensitive data in five
of the most common scenarios. But first we will discuss the
types of data identifiers
Direct identifiers: Such data that identify any individual
directly are known as direct identifiers. For example name,
mailing address, phone number, email, social security numbers or driver’s license numbers, bio-metric data, IP addresses, photographs, audio recordings etc. Before sharing
with the public they are typically removed from data sets.
Indirect identifiers: Such data that is not directly showing identity of some individual but on combining it with
other data they can point to someone is known as indirect
identifiers. For example doctor’s name, gender, rare disease,
place of birth, annual income, general geographic indicators
like ethnicity, birth year, postal code etc. It is highly recommended that if dataset contains more than three indirect
identifiers should be analysed by ethical team to ensure the
privacy risk.
In Table 1 we have discussed five scenarios of private
and sensitive data identification. We have proposed various
powerful techniques for data identification. However, these
automated methods are imperfect, and you will want to

PRIVACY AND DATA MINING

Every moment a large amount of digital data has been collected from several domains and than analyse using various
data mining techniques. Few of such domains needs to handle and published private sensitive data (e.g. in health care
services each day thousands of medical records has been produced), that increases the risk of private data disclosure[15].
Now a days Privacy Preserving Data Mining (PPDM) techniques are becoming popular for knowledge extraction in
large dataset(s) while preserving the privacy. By using some
of these techniques the original data has been modified or
removed in order to preserve privacy[2]. This may reduces
the quality of dataset. In order to ensure certain level of privacy PPDM methods are build to maximise the utility of the
data by applying effective data mining.
Privacy Preserving Data Mining(PPDM) Framework
In [56] PPDM framework has defined in three levels. In first
level raw data is extracted from dataset(s) and transformed as
desired. In second level privacy is guaranteed by implication
of data mining algorithms and techniques. The result of data
mining algorithm is present in third level[3]. Figure 2 shows
all levels.
Level 1: This level is all about data collection and transformation. First data is collected from dataset(s) and than
transformed according to the desired requirement. Data engineers have done different techniques to extract the raw data
and transformed, to make it suitable for analysis purpose
while securing the data privacy[20].
Level 2: The data sanitization is a key goal of this level.
Data has processed using techniques like suppression, blocking, perturbation, modification, generalisation, sampling etc.
After that data mining algorithms are applied for knowledge
discovery and securing the privacy.
Level 3: In this level disclosure risks are addressed by
further checking the processed data for its privacy and sensitivity concerns before revealing it to the public.
Taxonomy of Privacy Preservation Data Mining
Algorithms
PPDM algorithms are classified into central database and
distributed database under the data distribution characteristic. The difference between centralised database and and
distributed database is defined as follow:
• The database that is owned by private party is known
as centralised database.
• The database that is owned by more than one party
who want to perform data mining on combined data is
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Table 1: Private and Sensitive Data Identification Scenarios

1
2
3

4

5

Scenario

Identification

Example

Private and Sensitive
data in columns
Private and Sensitive
data in unstructured
text-based data
Private
and
Sensitive data in free-form
unstructured data

Columns that contains private and sensitive information will be identified, secured and documented
Regular expression pattern or complex tools like the
Google Data Loss Prevention API (DLP API)[44] are
used for identification
In free text API such as Cloud Natural Language
API[24] can be used to identify private and sensitive
data in free text.
In audio recordings you can use Cloud Speech
API[28] which is speech-to-text service for identification.
In images Cloud Vision API[41] can be used to detect raw text from the image. After that private and
sensitive data can easily be identified.
Video data consist of both audio and image files.
Cloud Video Intelligence API[23] can be used for
video processing with Cloud Speech API in order to
process audio.
Identification required statistical expertise for scrubbing the data to inspect the raw data for potential
problems
Standard machine learning algorithms are used to
convert the unstructured data into a semi-structured
format. After that data mining techniques are used
to identify private and sensitive data which we will
discuss later in this article.

User’s name, email and mailing address
Credit card numbers, bank
account data

Private and Sensitive
data in a combination of
fields
Private and Sensitive
data in unstructured
content

Text reports, audio recordings,
photographs,
or
scanned receipts

Combining zip code with address
Chat transcript

In order to secure the data PPDM techniques changes the
original data. However these techniques are classified into
following five dimension[58] which we will explain in the
next section.
(1)
(2)
(3)
(4)
(5)
Figure 2: PPDM Framework

known as distributed database. This distribution can
be vertical or horizontal.
The classification of PPDM algorithms according to the hiding purpose is lie into data hiding and rule hiding. Whereas
data hiding refers to hiding sensitive data from the public disclosure, and rule hiding refers to hiding information derived
after applying data mining algorithms.

Data distribution
Data modification
Data mining algorithms
Data or rule hiding
Privacy preservation

In [7] a taxonomy of the existing PPDM algorithms are defined according to above dimensions which are shown in
Figure 3. However this is not the complete representation of
all PPDM algorithms but it can give an overview of so far
proposed PPDM algorithms according to their features. For
securing the privacy in centralised databases, heuristic and
reconstruction based techniques are used while in distributed
databases cryptography based algorithms are designed. using encryption techniques. Many heuristic based algorithms
for securing aggregated and raw data are using hiding techniques like blocking, swapping, aggregation , perturbation
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etc. In reconstruction based algorithms for securing raw data
techniques like perturbation based on probability distributions are used. Moreover cryptography based algorithms
used encryption techniques for securing raw and aggregated
data by using classification, clustering and association rule
mining approaches. Now, we briefly describe some of the
algorithms proposed in the PPDM area.

Figure 3: PPDM Algorithms Taxonomy

Heuristic based Algorithms. The complexity problem has
raised when we are dealing with various data mining techniques like classification, association rule discovery and clustering, for securing the centralised data. For such complexity
issues heuristics can be used.
A heuristic-based algorithm has been proposed by [43]
for privacy preservation in mining frequent item-sets. Set of
frequent patterns that consist of sensitive information are
hide and set of sanitised algorithms are proposed. These algorithms are known as non-perturbative algorithms because
they remove data from a transactional database, and doesn’t
modify the original data by adding noise like perturbative
algorithms. To avoid the noise addition and restriction on
removal of original data these algorithms utilised item restriction approach. In order to show the effectiveness and the
efficiency of their algorithms they have made an evaluation
based on following measures.
Hiding Failure: It is measured in terms of the amount of
restrictive patterns discovered from the sanitised database.
Misses Cost: It is measured in terms of the amount of
non-restrictive patterns that are hidden after the sanitization
process.
Artifactual Pattern: It measured in terms of the amount
of patterns that are discovered as artifacts.
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The percentage of non sanitized sensitive transactions are
represented as disclosure threshold ϕ. It allows one to find a
balance between the misses cost and hiding failure. Moreover,
to measure dissimilarity between the original and sanitized
databases Oliveira[43] proposed three different methods(i.e.
difference between sizes, content and frequency histogram).
Data modification approaches like data blocking is the one
which have been used for association rule confusion[12, 50].
In this approach certain attributes present in sensitive data
are replaced with a question mark. In some areas(e.g. medical) it is desirable to replace an original data by an unknown
data rather than placing wrong data. In [5] the limitations of
achieving optimal sanitization has been discussed for the hiding of sensitive large dataset(s) in the context of association
rules discovery.

Reconstruction based Algorithms. In [4] based on an Expectation Maximisation (EM) algorithm a reconstruction based
approach proposed for distribution reconstruction. This approach meets the maximum possibility calculated of the
original distribution on the perturbed data. EM algorithm
gives robust estimates of the original distribution when the
amount of data is big. Some other work [17, 18, 47] has been
proposed for mining association rules from transactions of
binary and categorical items, where data randomisation has
been used for preserving privacy while keeping the high
utility of dataset.

Cryptography based Algorithm. In regarding the privacy preserving data mining algorithms, there are quite numbers of
cryptography based approaches have been proposed. Using
this approach a work [25] have been proposed that mainly
addressed the secure mining issue of association rules over
horizontally partitioned data. Using the commutative encryption each party first encrypt its own dataset(s). Then the
transmission of data has done in a way that first party send
its frequency count, plus a random value to its neighbour.
Than the second party adds its frequency count and passes
it on to other parties. At the end, a comparison between the
first and last party take places to find out if the final result is
greater than the threshold plus the random value. The proposed methods are evaluated in terms of communication and
computation costs. Another work [57] has been described by
that addressed the secure mining issue of association rules
over vertically partitioned data. The aim of this approach
is to secure the contents of individual transactions by determining the item frequency when transactions are split
across different sites.
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4

PRIVACY PRESERVATION DATA MINING
TECHNIQUES

The main objective of PPDM is to change the real data while
keeping the privacy. We have already defined in previous section about the five dimensions on which PPDM techniques
are classified[58]. Here we briefly define them.
(1) Data distribution: This dimension described the distribution of data. Data can exist in two forms centralised or distributed. There are two types of distributed data: 1. Horizontal distribution[10] in which
different data is distributed in different sites, 2. Vertical
distribution[16] in which different attributes values
are present in different sites.
(2) Data Modification: As shown by name that this dimension is related to change the data for public disclosure while preserving its privacy. There are five
methods of data modification [26], 1. Perturbation in
which attribute value is changing with new value, 2.
Blocking: in which is the existing attribute value is replace with a âĂĲ?âĂİ, 3. Swapping in which different
records are interchanged, Sampling in which data has
been shown to sample of population and Encryption
in which data is encrypted using various cryptography
techniques.
(3) Data Mining Algorithms: This dimension is related
to the data mining algorithms like association rule
mining, classification mining, Bayesian networks and
clustering etc, on which PPDM techniques are classified.
(4) Data hiding: This dimension related to hiding raw
data or aggregated data as required for privacy concerns.
(5) Privacy Preservation: The techniques used for privacy preservation lie in this dimension.
Based on the work[26, 53] and above dimensions, various
PPDM techniques are classified into following categories[56,
58]. The evaluation of these techniques are presented in next
Section.
Data Anonymization
The risk of identity disclosure has been reduced by using data
anonymization. A dataset consist of personal information
like name, address that explicitly identifies an individual,
sensitive attributes that contains specific individual data
e.g. salary, disease, and Quasi identifiers that identify an
individual by combining with publicly available data e.g.
gender, zip code etc. By using anonymization approach individual private data is to be secure by removing explicit identifiers. But still there is a probability of breaching privacy
when quasi identifiers are combined with publicly available
data. This is known as linking attack. In order to target such
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problem for privacy preservation, k-anonymity[48] model
has been proposed that uses generalisation and suppression.
To implement k-anonymity various algorithms[3, 33, 48]
have been proposed using generalisation and suppression approach. Similarly models like t-closeness[34], l-diversity[38],
p-sensitive k- anonymity[54], M-invariance[63], (a, k)- anonymity
[62] etc. were proposed to handle the problem of k-anonymity.
K-anonymity. Every record present in anonymized table
with respect to a set of Quasi attributes(QI), must be dissimilar to at least other k-1 records. In order to get the kanonymity techniques like suppression or generalisation are
used[48]. However this technique is prune towards linking
attack, homogeneity attack i.e. anonymized table contains
similar sensitive attributes values and background knowledge attack i.e. having knowledge of linking between QI and
sensitive attributes.
L-diversity . In order to solve the homogeneity attack
caused by K-anonymity technique this technique has been
proposed[38] that not only focus on preserving smallest size
of K group but also sensitive attributes of each group. By
using this technique, every sensitive attribute of each group
must consist of l well defined values.
T-closeness . The main disadvantage of L-diversity technique’s is that it lacks the background knowledge of values
of each attribute and treat them all in similar manner, that
causes background knowledge attack. While in real the sensitivity level of each attribute values are different. In this
technique[34] t threshold is used which should always remain lesser than the distance between distribution of sensitive attribute in table and its distribution in an anonymized
group.
Perturbation
In perturbation the sensitive data values are replaced with
some synthetic/false data values so the computed statistical
data achieve after perturbation will not much differ from the
original data. The privacy has preserved by preserving statistical attributes of data. There are two different approaches to
achieve perturbation as shown in Figure 4. These approaches
are carried out in both centralised and distributed dataset(s).
Value-Based Perturbation. In value-based perturbation
a random noise is added to the data values. This approach
is known as random noise addition. One approach is to
add Gaussian noise[4] to the private attributes of dataset(s).
While in randomised response approach data is jumble up
so that the receiver cannot shows the estimated probabilities better than the defined threshold. The receiver has the
ambiguity if sender send correct or false data.
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attribute value of original data has guaranteed in this technique. Here we discussed few approaches used in dimension
reduction-based perturbation:
• The idea of random projection perturbation technique [37] has been proposed by [18]. It shows the
possibility to maintain both distance-related statistical properties with dimension reduction in dataset(s)
together. Data mining tasks like euclidean distance
estimation, classification, correlation matrix computation, and clustering etc can be obtained using this
technique.
• In data mining singular value decomposition(SVD)
[59] is a known method for dimension reduction.
• In order to obtain data representation using non negative constraints non-negative matrix factorization
(NMF) [32] technique has used, which is matrix factorization method.
Figure 4: PPDM Techniques Classification

The disadvantages of perturbation can be managed by cryptography technique for privacy preservation.
Data Randomization

Multidimensional Perturbation. A multidimensional perturbation [35] is another technique for satisfying personal
privacy. In this technique one of the utilise approach is data
mining task-based perturbation in which data is modify by applying data mining algorithms directly. Here we
discussed few approaches used in data mining task-based
perturbation:
• Condensation is the one to achieve this task-based
perturbation. First the data is condensed in size K
groups than the statistical data of each group of records
is preserved. After that anonymized data is generated
having statistical characteristic similarity as of original
dataset. Simple classifier for the K Nearest Neighbor
(KNN) [1] can be generated using this technique.
• In multi-dimensional space in order to preserve the
euclidean distance, inner product and geometric shape
hyper the technique that is used in known as random
rotation perturbation.
• The technique that combines noise, rotation and translation is known as geometric perturbation technique. In this technique limitation of rotation is express with the component ψ and ∇. The addition of
noise addressed the distance-inference attack[14] that
was unaddressed in random rotation perturbation technique.
While preserving the significant data pattern in dataset(s)
by obtaining a compact representation with reduced-rank a
technique known as dimension reduction-based perturbation has been used. The privacy of dimension and every

Randomization method was proposed by [42] for solving
survey problem. In this technique the data collected from all
individuals are jumbled. For larger groups of individuals the
aggregation of their data gives more accuracy. The result of
randomization is the data on which no body can trust if it is
true or false data. The advantage of this technique is that its
cheap and effective approach for PPDM and usually used in
surveys data that contains answers having privacy concerns.
Cryptography
The technique in which data has been secured in a way
that only target receiver(s) can interpret and process the
private records. Basically it is a secure transmission of data
between two parties in presence of third party. Cryptography technique is used in scenarios when results are computed by multiple parties(e.g. multiple hospitals are doing
joint research on some disease) because it provides privacy
framework as well as several cryptographic algorithms are
available to implement PPDM. Several PPDM techniques are
introduced under the umbrella of cryptography. Here we
are discussing some of them. In [25] a cryptographic technique has been proposed to decreased the data and overhead
caused by sharing. This technique aims in association rule
mining over horizontally partitioned data. Another cryptographic approach proposed by [64] for horizontal partitioned
data to achieve privacy with great accuracy. [36] proposed a
cryptographic protocol for ID3 decision trees generation. Although cryptography techniques are efficient and covers the
limitation of perturbation techniques but it can also breaches
the privacy when multiple parties are involved.
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Fuzzy Based
Clustering has been used in fuzzy based technique to achieve
anonymization in PPDM for data protection. Similar records
are merged into clusters so that each cluster is different
from other and records in each cluster is distinct from other
cluster records. In [22] k-means clustering has been proposed
to achieve anonymization using fuzzy. Another approach [9]
used fuzzy based c regression for synthetic data generation
after that statistical computation is made with less data loss.
Neural Network
A probabilistic neural network approach has been proposed
by [27] for peer-to-peer data mining. Using this approach
peer member having best of weight-based is selected. For
learning distribution of data [49] proposed a Bayesian network approach using neural networks. A protocol that utilised
vertical partitioned data for Bayesian networks is proposed
by [55]. The protocol gives better perform ace with minimum
overhead.
5

EVALUATION

A lot of work has been done to define various parameters
for PPDM algorithms evaluation. Here we defined following
parameters based on the work[7, 39, 45, 46, 58].
• Efficiency: It is the ability of PPDM algorithm to
utilise its resources with better performance;
• Scalability: This parameter about the ability of algorithm to deal with the increasing size of dataset(s)
on which it is applied to mined the data and ensure
privacy;
• Quality of data: This parameter shows the quality
of original data suffers by the algorithm after the application of algorithm;
• Hiding failure: This parameter is evaluated by the
unhidden data that remains after applying the algorithm;
• Privacy level/Uncertainty level: It is the probability of finding sensitive data after application of PPDM
algorithm;
• Performance: It is the amount of time taken by algorithm to preserve data privacy;
• Data utility: It is the measure of data loss or else the
loss in the functionality of the data;
• Resistance: The tolerance degree of algorithm against
other data mining algorithms and models.
We have showed the evaluation of PPDM techniques based
on the work[26, 53, 56] in Table 2. The table iterates and
summarises the discussion in previous sections on PPDM
techniques along with their advantages and limitations. This
evaluation shows that each technique is better than others
in different ways. For example anonymization technique is
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good to hide individual identity and its sensitive data but this
approach is only for centralised data. In perturbation technique sensitive attributes are preserve independently but it
causes loss of original information. Randomization technique
is more efficient than cryptography but it is not suitable for
multiple sensitive attributes in databases. For private streaming data condensation approach gives better results but it
may causes changes in data formats. In cryptography privacy
is more preserved as compare to randomization technique
but when multiple parties are involved than it breaches the
privacy. Hence we conclude that none of any technique gives
optimum solution to preserve privacy without information
loss.

6 CONCLUSION
Due to the production of extensive amount of digital data
each day, businesses and institutions are collecting and perform analysis for decision making purpose. Sometimes it
requires publishing or sharing of sensitive data. It is a great
challenge to protect the private sensitive data while performing the analysis and mining tasks. However it is really
hard to find out the optimum solution to secure the private
data without any information loss and disclosure of such
data. For this issue Privacy Preserving Data Mining (PPDM)
methods allows us to extract the private sensitive data while
preserving the individuals privacy.
In this paper we have performed a systematic review of the
proposed methods and techniques for analysis of private sensitive data. Moreover PPDM framework along with proposed
taxonomy of algorithms are addressed. We have made an effort to review a decent number of existing PPDM algorithms
and techniques. Finally, we come to this point that there
does not exists a single privacy preserving data mining algorithm that outperforms all other algorithms on all possible
criteria like efficiency, scalability, data quality, performance
etc. Different algorithm may perform better than another on
one particular criterion. Similarly none of any PPDM technique provides optimum solution to preserve privacy without changing the originality of data that causes the information loss. Hence this is real life issue to address the deficiency
in performance and practical implementation of privacy preserving algorithms and techniques. Standardisation of the
evaluation criteria/parameters for PPDMs also requires further investigation as the current criteria/parameters utilised
by researchers is not uniform.
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Table 2: PPDM Techniques Evaluation

Technique

Methods
Utilised

Data Distribution

Anonymization Generalisation Centralised data
Suppression,
Permutations

Perturbation

Randomization

Data Mining Advantages
Tasks

Limitations

Association
Rule, Clustering, Classification

Linking attack

Individual
identity and associated sensitive
data are to be
hidden
Adding Noise, Centralised and Association
This technique
Data Swap- Distributed data
Rule, Cluster- allows to preping, Micro
ing, Classifica- serve sensitive
aggregation
tion
attributes independently
Adding Noise, Centralised and Classification Better efficiency
Scrambling,
Distributed data
compare to crypRe sampling
tography

Condensation

Aggregation

Centralised and Classification
Distributed data

Cryptography

Secure Multi- Centralised and Association
party Compu- Distributed data
Rule
tation (SMC),
Encryption
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